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Abstract. In this paper, we propose an AI-based framework to enhance the security of cyber-

physical systems. By employing advanced machine learning techniques, our approach detects and 

mitigates potential threats in real-time, ensuring the integrity and reliability of these systems. 

Experimental results demonstrate the framework's effectiveness in safeguarding critical 

infrastructures against cyber threats. 
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Introduction 

The proliferation of cyber-physical systems (CPS) in critical infrastructure sectors, such as 

energy and transportation, necessitates robust security measures to protect against cyber 

threats. This paper introduces an AI-based framework designed to enhance the security of 

CPS by leveraging machine learning to identify and mitigate risks in real-time. Our 

framework is evaluated through extensive experiments, highlighting its capability to detect 

potential threats and respond promptly to safeguard system integrity. The results underscore 

the importance of integrating AI into CPS security strategies, offering a proactive approach 

to managing cyber threats and ensuring system reliability. 

This is a preliminary version. To read the full version of the article, please purchase a 

subscription. 
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